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Abstract

Technological advancements and their resulting innovations have led to a
radical transformation in the methods of concluding legal acts, financial
and economic transactions, and crimes. With the widespread use of the
internet as one of the most important tools of the technological age, a new
space called cyberspace has emerged. Digital currencies are among the
innovations of digital technology, and their widespread use in e-commerce
and crime necessitates highlighting the relevant national legislative
provisions to determine the legal nature of these currencies and methods
of combating their use in international and organized crimes. Therefore,
this study seeks to shed light on the nature of digital currencies, their legal
nature, and their use in crimes. It employs a descriptive-analytical
approach to achieve its objectives and to clarify the position of the Iraqi
legislator regarding the trading and dealing in digital currencies. Digital
currencies have multiple, albeit similar, names, such as virtual money,
cryptocurrency, and electronic money. Numerous cryptocurrencies have
emerged since their inception, and their number has been steadily
increasing. Digital currencies exhibit significant differences in design,
issuance mechanisms, technology, speed, and encryption level. However,
they all utilize blockchain technology through the sharing of information.
Transactions are conducted over the internet to secure them and prevent
their deletion or modification after registration. These newly emerging
currencies, born from the womb of technology, possess a set of
characteristics that distinguish them from other fiat or electronic
currencies. In addition to their numerous advantages, digital currencies can
also be considered to have drawbacks and risks depending on how they are
viewed and the differing perspectives on them and their use. Therefore, it
is necessary to define their legal nature. However, the legal classification
of digital currencies has sparked considerable debate among legal and
economic scholars, and even Islamic jurists, despite their consensus on the

importance of these currencies because they differ from other paper money
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and financial instruments that represent a specific monetary value.
Countries differ in their definitions of digital currency, and the purpose of
this difference is for each country to achieve its desired interests. As a
result, various governments around the world have attempted to establish
legislative regulations for these currencies, especially in the absence of a
central bank or official issuing authority. International bodies specializing
in monetary and financial matters have not taken a definitive stance on
dealing with these currencies, and the Iraqi legislature remains silent on
the subject of digital currencies and has not established specific regulations
for them. This legislative silence could undermine the legal security of
citizens. The legality of dealing with these currencies is not definitively
known. In this case, due to the absence of an explicit legal text permitting
or prohibiting dealings in digital currencies, dealing with them is
permissible, following the principle that the default state of things is
permissibility, upholding the principle of freedom of contract and the
exercise of economic freedoms, and also based on the principle of legality
in penal law (no crime or punishment except by law). The dealings here
are not based on the premise that digital currencies are legal tender, as this
designation is only acquired through explicit recognition by a central bank
or international recognition. Rather, they are based on the premise that
these currencies are digital assets with a material value and a price in the
monetary market, thus qualifying them as the subject of various legal
transactions such as buying and selling, settling debts, or as a means of
payment or exchange with other currencies, provided they are not used in
violation of the law, public order, or public morals. However, digital
currencies have played a prominent role in the world of cybercrime, being
used for money laundering and supporting terrorist organizations in their
efforts to finance, plan, and carry out terrorist attacks. They are also used
as a means of extortion against individuals who use computers, companies,

or even public authorities. Ransomware operations.



